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FROM THE EDITOR

Getting on the Grid
WRITTEN BY SEAN RHODY

About the Author

Sean Rhody is the editor-in-chief of SOA World Magazine. He is a respected industry expert and a consultant with a leading 

consulting services company. sean@sys-con.com

One of the most interesting aspects of being a consultant is 
that I get exposed to any number of different facets of system 
design in the course of an assignment. While I tend to focus 

more on application and integration work, I find it fascinating to deal 
with the concepts of services in the context of infrastructure.  
 In the past, I’ve been called upon to design Service-Oriented In-
frastructures (SOI) – the hardware and platform software, along with 
customizations for the needs of the actual deployment environment 
– instead of creating an application architecture. SOI is really a differ-
ent way of looking at the concept of services – from the viewpoint of 
the operational staff. 
 Most of the time, we tend to view services from a line of business 
or at the very least an application development perspective. There’s 
nothing wrong with viewing SOA this way – it’s very important to break down the artificial 
walls created by applications into discrete services, and it provides great flexibility to the 
line of business, allowing for swift creation of composite applications. In SOA World Maga-
zine, we give a great deal of attention to these questions.
 We also look at the concept of “support services” on a fairly regular basis. Even when a busi-
ness doesn’t have a great deal of redundant applications, you can be fairly certain that the set of 
“support services” available will still be significant. These can be things such as security, audit-
ing, logging as well as business intelligence and business activity monitoring that transcend a 
single application and become common services in support of line of business operations.  
 These support services quickly become ubiquitous, and we find that in reality, although 
they do not support direct business activity (i.e., they are not front-of-the-house operation-
al services that directly produce revenue), they are in many ways just as important, if only 
from a risk avoidance and mitigation standpoint. Fail to have this house in order and you 
can be in a world of pain during an audit. 
 Infrastructure is what’s on my mind this month, as far as services go. We’re looking at SOA 
testing and the concepts of grid computing as they relate to SOA in this issue. And that got 
me thinking. Testing itself can be considered a service, at least for organizations that treat 
it with respect and rigor. The wealth of information that testing provides can be set up as 
a service to corporate dashboards and reporting systems that monitor the efficiency and 
effectiveness of a large IT organization. Obviously, this is mainly for large IT shops, but we 
can see that the principles of service orientation can be applied even to areas that are seen 
as supporting processes, not just to main-line business processes.
 Grid computing, with the ability to bring capacity on line and to bear on a problem as 
needed provides another stunning opportunity to move from traditional means of op-
eration to a service platform. Bringing CPUs to bear on a problem in a dynamic fashion, 
assigning additional network capacity to deal with peak loads, and allocating private 
connections on the fly in response to security needs are just a few of the capabilities that 
infrastructure vendors are building into their hardware and operating software.  
 Even more interesting is the concept of virtualization applied to a farm of CPUs and 
storage devices. Imagine a world where there are no discrete servers at all – instead, you 
ask for and receive a server image, complete with virtualized storage. Environments can be 
switched on the fly, so you no longer need three or more testing environments in order to 
do all your development and testing. Or even a world where you can lease out your excess 
capacity dynamically and recover it according to a set of SLAs that are also managed and 
monitored by the same management software that watches your SOA line of business ser-
vices. It’s here already, waiting for you to use it. Welcome to SOI..  
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SOA Project Staffing Plan 
Some rough guidelines

SOA TEAMS

A few of my clients are now looking to staff their first inroads into SOA, their first 
project where something actually happens beyond the investigation. So...how many 
people are needed on the project? Who are they? What are their roles? Here are some 

rough guidelines based upon my experience thus far.  

The Who (Not the Band)
 You’re going to need an eclectic array 
of skills to do SOA right, including: 
• Project leader/architect
• Data specialist
• Security specialist
• Native systems specialist
• Service development specialist
• BPM/orchestration specialist
• Governance specialists
• Testing and deployment specialist
• Project archivists
• External services specialists

Note: the technology analysis and selection role is innate to all of the above.  

The What
 While many of the above titles are self-explanatory, it does help to define them in a bit 
more detail. Indeed, roles within the creation of a SOA could be a bit confusing, and the 
dynamics of a SOA team still need some understanding.
 The project leader/architect is the person responsible for the delivery of SOA, on time, on 
budget, and meeting the objectives outlined when the investment was made. Typically, this 
is an IT project manager with an understanding of SOA, but in smaller organizations this 
could be the enterprise architect or even the CIO.
 Data specialists are responsible for all data-related analysis, design, and deployment. Typi-
cally they have an understanding of all native data layers within the problem domain, as well 
as metadata and data design (logical and physical), including middleware and data abstrac-
tion layers. They also have knowledge of how data is bound to services, and work closely with 
the service developers.
 Security specialists make sure the security that goes into the SOA is thought about at each 
stage of the process. SOA security (typically, identity management) needs to be systemic. This 
cannot be an afterthought, and a plan must be created and implemented during the project.
 Native systems specialists are experts in the native systems that exist in the problem 
domain. In other words, they understand the operating systems and hardware, as well as 
application and networking interfaces. They can do performance tuning and some light 
development.
 Service development specialists build services using service development tools, and have 
an understanding of how these services link back to the data layer(s) and link forward to 
the orchestrations or processes. They are high-end developers, really, who understand how 
to design, build, test, and deploy services. 
 BPM/orchestration specialists are those who both understand the processes as well as au-
tomate them within an orchestration layer, such as a BPEL tool or process integration engine. 
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  In many customer engagements, I need to establish a basic 

set of SOA principles. The following sections introduce funda-

mental principles that a Service Oriented Architecture (SOA) 

should expose. They are not introduced as absolute truth, but 

rather as a frame of reference for SOA-related discussion. You’ll 

note that the fi rst four are based on Don Box’s four tenets, 

although over time they may have acquired a personal spin. 

1) Explicit Boundaries
Everything needed by the service to provide its functionality 
should be passed to it when it’s invoked. All access to the service 
should be via its publicly exposed interface; no hidden assump-
tions should be necessary to invoke the service. “Services are 
inextricably tied to messaging in that the only way into and out of 

a service is through messages.” A service invocation should – as 
a general pattern – not rely on a shared context; instead service 
invocations should be modeled as stateless. An interface exposed 
by a service is governed by a contract that describes its functional 
and non-functional capabilities and characteristics. The invoca-
tion of a service is an action that has a business effect, is possibly 
expensive in terms of resource consumption, and introduces a 
category of errors different from those of a local method invoca-
tion or remote procedure call. A service invocation isn’t a remote 
procedure call.
 While consuming and providing services certainly should be as 
easy as possible, so it’s undesirable to hide too much of the fact that 
an interaction with a service takes place. The message sent to or 
received from the service, the service contract, and the service itself 
should all be fi rst-class constructs within the SOA. This means, for 
example, that the programming models and tools that are used 
should at least provide an API that exposes these concepts to the 
service programmer. In summary, a service exposes its functional-
ity through an explicit interface that encapsulates its internals; 
interaction with a service is an explicit act, relying on the passing of 
messages between consumer and provider.

A frame of reference 
— for — 

SOA-related discussions

REFERENCE

WRITTEN BY STEFAN TILKOV

10 10 Principles of SOA



February 2007  7  www.SOA.sys-con.com

2) Shared Contract and Schema, not Class
 Starting from a service description (a contract), both a service 
consumer and a service provider should have everything they need 
to consume or provide the service. Following the principle of loose 
coupling, a service provider can’t rely on the consumer’s ability to 
reuse any code that it provides in its own environment; after all, it 
might be using a different development or runtime environment. 
This principle puts severe limits on the type of data that can be 
exchanged in an SOA. Ideally, the data is exchanged as XML docu-
ments validatable against one or more schemas, since they are 
supported in every programming environment one can imagine. 

3) Policy-driven
 To interact with a service, two orthogonal requirement sets have 
to be met: 
1. The provider’s functionality, syntax, and semantics must fit the 

consumer’s requirements, 
2. The technical capabilities and needs must match. 

 For example, a service provider may offer exactly the service a 
consumer needs, but offer it over JMS while the consumer can only 
use HTTP (because it’s implemented on a .NET platform); a pro-
vider might require message-level encryption via the XML Encryp-
tion standard, while the consumer can only support transport-level 
security using SSL. So even in cases where both partners have the 
necessary capabilities, they might have to be “activated” – e.g., a 
provider might encrypt response messages to different consumers 
using different algorithms based on their needs.
 To support access to a service from the largest number of differ-
ently equipped and capable consumers, a policy mechanism has 
been introduced as part of the SOA toolset. While the functional 
aspects are described in the service interface, the orthogonal, non-
functional capabilities and needs are specified using policies.

4) Autonomous
 Related to the explicit boundaries principle (5.4.1.1), a service is 
autonomous in that its only relation to the outside world – at least 
from the SOA perspective – is through its interface. In particular, 
it must be possible to change a service’s runtime environment, 
say from a lightweight prototype implementation to a full-blown 
application server-based collection of collaborating components 
without affecting its consumers. Services can be changed and 
deployed, versioned, and managed independently of each other. A 
service provider can’t rely on the ability of its consumers to adapt 
to a new version of the service quickly; some of them might not 
be able, or willing, to adapt to a new version of a service interface 
at all (especially if they’re outside the service provider’s sphere of 
control).

5) Wire Formats, not Programming Language APIs
 Services are exposed using a specific wire format that has to be 
supported. This principle is strongly related to the explicitness of 
the boundaries principle, but introduces a new perspective: To en-
sure the utmost accessibility (and so, long-term usability), a service 
must be accessible from any platform that supports the exchange of 
messages adhering to the service interface as long as the interac-
tion conforms to the policy defined for the service. For example, it’s 
a useful test of conformance to this principle to consider whether 
it’s possible to consume or provide a specific service from a main-
stream dynamic programming language such as Perl, Python, or 

Ruby. Even though none of these may currently play any role in the 
current technology landscape, this consideration can serve as a 
litmus test to assess whether the following criteria are met:
• All message formats are described using an open standard or hu-

man-readable description 
• It’s possible to create messages adhering to those schemas with 

reasonable effort without a specific programmer’s library 
• The semantics and syntax for additional information necessary 

for successful communication, such as headers for purposes such 
as security or reliability, follow a public specification or standard 

• At least one of the transport (or transfer) protocols used to inter-
act with the service is a standard network protocol (or is acces-
sible via one) 

6) Document-oriented
 To interact with services, data is passed as documents. A docu-
ment is an explicitly modeled, hierarchical container for data. The 
self-descriptiveness, as outlined in the previous section, is one 
important aspect of document-orientation. Ideally, a document will 
be modeled after real-world documents, such as purchase orders, 
invoices, or account statements. Documents should be designed so 
that they are useful in the context of a problem domain, which may 
suggest their use with one or more services. 
 Similar to a real-world paper document, a document exchanged 
with a service will include redundant information. For example, a 
customer ID might be included along with the customer’s ad-
dress information (although the customer ID would be enough). 
This redundancy is explicitly accepted since it serves to isolate the 
service interface from the underlying data model of both service 
consumer and service provider. When a document-oriented pattern 
is applied, service invocations become meaningful exchanges of 
business messages instead of context-free RPC calls. While not ab-
solutely required, it can usually be assumed that XML will be used 
as the document format/syntax.
 Messages flowing between participants in an SOA connect dis-
parate systems that evolve independently of each other. The loose 
coupling principle mandates as little dependence on common 
knowledge as possible. When messages are sent in a Distributed 
Objects or RPC infrastructure, client and server can rely on a set 
of proxy classes (stubs and skeletons) generated from the same 
interface description document. If this is not the case, communica-
tion ceases on the assumption that the contract doesn’t support 
interaction between those two parties. For this reason, RPC-style 
infrastructures require the synchronized evolution of client and 
server program code.
 This is illustrated by the following comparison. Consider the 
message:

2006-03-1347113

and compare it to:

<order>
  <date>2006-03-13</date>
  <product-id>4711</product-id>
  <quantity>3</quantity>
</order>

 While it’s obvious that the second alternative is human-read-
able and the first is not, it’s also notable that in the second case a 
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participant that accesses the information via a technology such as 
XPath will be much better isolated against smaller non-breaking 
changes than one that relies on the fixed syntax. Conversely, using 
a self-descriptive message format such as XML while still using 
RPC patterns, such as stub and skeleton generation, serves only to 
increase XML’s reputation as the most effective way to waste band-
width. If one uses XML, the benefits should be exploited too. (See 
this paper for an excellent discussion of why many current Web 
Services stacks fail this test.)

7) Loosely Coupled
 Most SOA proponents will agree that loose coupling is an im-
portant concept. Unfortunately, there are many different opinions 
about the characteristics that make a system “loosely coupled.” 
There are multiple dimensions in which a system can be loosely or 
tightly coupled, and depending on the requirements and context, 
it may be loosely coupled in some of them and tightly coupled in 
others. Dimensions include: 
• Time: When participants are loosely coupled in time, they don’t 

have to be up and running at the same time to communicate. 
This requires some way of buffering/queuing in between them, 
although the approach taken for this is irrelevant. When one 
participant sends a message to the other one, it doesn’t rely on an 
immediate answer to continue processing (neither logically nor 
physically). 

• Location: If participants query for the address of other partici-
pants they intend to communicate with, the location can change 
without having to reprogram, reconfigure, or even restart the 
communication partners. This implies some sort of lookup 
process using a directory or address that stores service endpoint 
addresses. 

• Type: In an analogy to the concept of static versus dynamic and 
weak versus strong typing in programming languages, a partici-
pant can either rely on all or parts of a document structure to do 
its work. 

• Version: Participants can depend on a specific version of a ser-
vice interface or be resilient to change (to a certain degree). The 
more exact the version match has to be the less loosely coupled 
the participants (in this dimension). A good principle to follow is 
Postel’s Law: Service providers should be implemented to accept 
as many different versions as possible, and thus be liberal in what 
they accept (and possibly even tolerant of errors), while service 
consumers should do their best to conform to exact grammars 
and document types. This increases the overall system’s stability 
and flexibility. 

• Cardinality: There may be a 1:1 relationship between service 
consumers and service providers especially in cases where a 
request/response interaction takes place or an explicit message 
queue is used. In other cases, a service consumer (which in this 
case is more reasonably called a “message sender” or “event 
source”) may neither know nor care about the number of recipi-
ents of a message. 

• Lookup: A participant that intends to invoke a service can either 
rely on a (physical or logical) name of a service provider to 
communicate with, or it can do a lookup operation first using a 
description of a set of capabilities instead. This implies a registry 
and/or repository that can match the consumer’s needs to a 
provider’s capabilities (either directly or indirectly). 

• Interface: Participants may require adherence to a service-spe-
cific interface or they may support a generic interface. If a generic 
interface is used, all participants consuming this generic inter-
face can interact with all participants providing it. While this may 
seem awkward at first, the principle of a single generic (uniform) 
interface is at the core of the World Wide Web’s architecture. 

 It’s not always feasible or even desirable to create a system that’s 
loosely coupled in all of the dimensions mentioned above. For dif-
ferent types of services, different tradeoffs have to be made.

8) Standards-compliant
 A key principle to follow in an SOA approach is reliance on 
standards instead of proprietary APIs. Standards exist for techni-
cal aspects such as data formats, metadata, transport, and transfer 
protocols, as well as for business-level artifacts such as document 
types (e.g., in UBL).

9) Vendor-independent
 No architectural principle should rely on any particular vendor’s 
product. To transform an abstract concept into a concrete running 
system, it’s unavoidable to decide on specific products, both com-
mercial and free/open source software. None of these decisions 
must have implications on an architectural level. This means rely-
ing on both interoperability and portability standards as much as 
is reasonably possible. As a result, a participant can be built using 
any technology that supports the appropriate standards and not be 
restricted by any vendor roadmap.

10) Metadata-driven
 All of the metadata artifacts in the overall SOA need to be stored 
in a way that enables them to be discovered, retrieved, and inter-
preted at both design time and runtime. Artifacts include descrip-
tions of service interfaces, participants, endpoint and binding 
information, organizational units and responsibility, document 
types/schemas, consumer/provider relationships, etc. As much as 
possible, using these artifacts should be automated by either code 
generation or interpretation and become part of the service and 
participant lifecycle.  

About the Author 

Stefan Tilkov is co-founder and a principal consultant at innoQ, a consulting firm with offices 

in Germany and Switzerland. He focuses on enterprise architecture consulting for Fortune 

1000 companies, which currently translates to assessing SOA maturity and deriving the ap-

propriate steps for a roadmap leading to a service-oriented enterprise. 

Stefan blogs at www.innoq.com/blog/st/
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provider can’t rely on the consumer’s ability to reuse 
any code that it provides in its own environment
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  Accelerators, Application Delivery Controllers (ADCs), ap-

plication switches...whatever you call them, this new breed of 

performance enhancing appliances is selling like hotcakes. The 

market for these turbochargers has zoomed from zero to over 

$1 billion in the span of a few years, heading towards what 

Gartner estimates will be $3.7 billion in annual sales in 2008.

Yet even as IT organizations are spending up to $100,000 
a pop on these boxes, few have any idea how well they’re 
working. These high-octane accelerators are like Formula 

One racecars without a speedometer — the pedal is to the metal, 
but is it fast enough?
Racing without a speedometer might be fine on an empty test track, 
but as enterprises deploy increasingly complicated and crowded 
Service Oriented Architectures (SOAs) with hundreds or even thou-
sands of Web Services, not knowing the speed you have to spare can 
be a prelude to an ugly crash.
 Fortunately, there are ways to measure performance, ranging from 
using separate monitoring appliances to several vendors’ plans to 
build speedometer technology directly into the accelerators.
 This article will discuss the actual impact of acceleration on net-
work and application problems in Service Oriented Architectures 
using real-world examples, and compare and contrast the efficacy 
and efficiency of the various speedometers available.

SOAs, Web Services, and the Network
 Service Oriented Architectures and Web Services are revolution-
izing application development. Web Services are loosely coupled 
modules of code that communicate with each other and the outside 
world via specific standard protocols such as SOAP-formatted 
XML. The key is that interactions with each Web Service follows a 
rigorous standard, which abstracts the application logic so that the 
users or other Web Services trying to access a particular service can 
do so without requiring any knowledge of the underlying network 
and server infrastructure that the Web Service runs on. This allows 
application developers to focus on application development, rather 
than learning network topology or server configurations.
 Developers can write new Web Services or they can use products 
that expose existing code as a Web Service. Those same developers, 
or any others for that matter, can then rapidly create complex “com-
posite” applications out of these component Web Services, saving 
time by reusing common Web Services for multiple applications.
 Using these flexible technologies, enterprises can lower the cost 
of Web application development, shorten the development cycle, 
and improve the flexibility of business processes. This increased 
speed and adaptability are very appealing to businesses, especially 
as approaches like server virtualization, “Web 2.0,” and Software as a 
Service (SaaS) become more prominent in the enterprise. When busi-
ness runs on the Web, every business has to run on Internet time.
 However, while in theory Web Services and SOAs abstract away 
low-level issues like network performance (one of the reasons that 
they are wildly popular with application developers), in practice, 
they actually increase the impact of network issues and the impor-
tance of performance monitoring.

Racing 
without a 
Speedometer
Is Your Accelerator 
Really Solving Your 
Network Problems?
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When Applications Attack: 
How Slowdowns Impact SOAs
 While Web Services and SOAs may allow application developers 
to avoid considering issues such as server capacity and network 
topology while creating a new application, the applications that 
they create must run in the real world. No matter how many layers 
of logical abstraction separate the application code from the actual 
infrastructure, the fact remains that at the end of the day, Web 
Services still rely on CPUs executing code, and networks carrying 
packets of information back and forth between them.
 As a result, network and server slowdowns will still impact the 
performance of Web Services and SOAs. In fact, it’s likely that the 
Web Services built into SOAs are more vulnerable to slowdowns than 
their predecessor applications. Composite applications, by defini-
tion, weave together a complex web of interdependent services. 
And thanks to the aggressive deployment of reusable components, a 
single Web Service slowdown may have far-reaching consequences 
for many different applications, rather than taking down a single 
monolithic application, as may have been true in the past.
 Moreover, abstraction doesn’t come for free. Using the SOAP 
protocol to exchange information via XML may be a much cleaner 
method from a code standpoint, but from a network standpoint 
this XML traffic is bulkier than the communications it replaces. 
Even when network conditions are good, Web Services and SOAs re-
quire increased bandwidth, and when things go wrong, this added 
overhead goes straight to the performance bottom line.

Clocking the Impact of Acceleration
 As a result of the vulnerabilities of Web Services and SOAs to 
performance issues, many organizations have turned to application 
acceleration appliances to improve performance to acceptable levels. 
These network appliances use various techniques to improve appli-
cation performance, including compressing the data to be transmit-
ted, caching commonly requested data, off-loading non-essential 
processing such as SSL processing from Web servers to a dedicated 
device, and prioritizing bandwidth for critical applications.
 There are two principal types of application accelerators, sym-
metrical and asymmetrical. Symmetrical accelerators put accelera-
tion appliances on both the end-user and the data center ends of 
the network pipe. Some vendors sell pairs of appliances that can, 
for example, accelerate the speed at which a branch office can ac-
cess files in a centralized data center. These symmetrical accelera-
tors play a critical role in WAN strategy, but less so in Web Services 
and SOA because of their highly distributed nature. When Web 
Services users can exist outside the boundaries of the enterprise, it’s 
important to have an acceleration product that can serve anyone or 
anything trying to access the service in question.
 The second kind of application accelerator, and the primary 
focus of this article, is the asymmetrical accelerator that puts one 
or more acceleration appliances in the data center and does all the 
compression at the server rather than at the branch office or client 
level. These asymmetrical accelerators have become common for 
both enterprise and customer-facing applications, and leading 
vendors have done a brisk business in accelerator boxes by helping 
application owners get the performance that they need from their 
new applications, including Web Services and SOA deployments.
 For example, one Midwestern state needed to replace the 20-
year-old mainframe system it used to distribute information about 
criminal cases and defendants (www.citrix.com/English/aboutCitrix/
caseStudies/caseStudy.asp?storyID=22594). The state upgraded to a 

modern Service Oriented Architecture based on the Microsoft .NET 
platform. The new Courts Information System (CIS) consolidated this 
vital information, as well as making it accessible to all of the different 
courthouses (87 in all), judicial officials, and courthouse employees 
across the state’s court system, including criminal, juvenile, civil, fam-
ily, small claims, mental health, probate, and traffic courts.
 But while this new system offered great improvements in func-
tionality, it also imposed greater demands on the available infra-
structure. The project’s technical lead observed, “In the past, the 
mainframe sent small packets of information to the green screens 
in each county. [The project] is browser-based, which gives users a 
much richer set of graphical features but also generates more traffic 
and larger XML and HTML data packets. If we wanted to run the 
new system over existing pipes then we knew that highly efficient 
bandwidth compression would be a key success factor.”
 The state turned to application switches to accelerate the perfor-
mance of the applications and services running on its Microsoft infra-
structure. Yet while these acceleration appliances were able to achieve 
and document an 80% reduction in bandwidth usage, they didn’t quan-
tify the accompanying improvements in end-to-end response times.

Measuring Feeds and Speeds 
 The key to measuring the impact of application acceleration 
is to be able to monitor the before-and-after performance of the 
relevant Web Services, to be able to watch a “speedometer” as the 
application revs from 35 to 100 mph. And just as there are several 
different flavors of acceleration appliances, so there are also several 
different ways to measure speed.

Service-based
 The oldest variety of measurement is service-based monitoring. 
Service bureaus operate a global network of monitoring stations 
that transmit synthetic requests to the Web pages you want tested. 
You can then log into the service provider’s system to see how 
quickly your SOA could respond to artificial requests from a variety 
of locations around the globe.
 These service-based measurement tools are a good first step, since 
they require little upfront investment, and can also be used for test-
ing pre-launch applications that don’t yet have any real load on the 
system. However, they are less helpful in monitoring production Web 
Services, since they can’t replicate all the different locations that might 
call a service, or replicate the complex interactions generated by real 
system load.

Appliance-based
 The next variety of measurement device is the appliance-based 
speedometer. These monitoring appliances sit in your data center 
alongside your acceleration appliances, generally off a mirror port. 
The appliance-based speedometers use network sniffing tech-
niques to estimate the end-to-end response times that your Web 
Service users experience.
 Unlike the service-based measurement, these appliance-based 
devices can monitor all the requests and transactions of true produc-
tion load, making them much more helpful for production monitor-
ing. However, because they’re completely passive, their data reflects 
a statistical estimate rather than an actual measurement. In addition, 
the cost of these appliances generally rivals those of the actual ac-
celerators themselves, which means that you’re paying just as much 
money and setting aside just as much room in your data center for 
your speedometer as for your actual motor (the accelerator).
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Software-based Speedometers
 The final variety of measurement tools is the software-based 
speedometer. These speedometers measure the actual end-to-end 
response times of your Web Services.
 Like the appliance-based devices, software-based speedometers 
can monitor all the requests and transactions of true production 
loads. Yet unlike the appliance-based devices, software-based 
speedometers offer a much leaner, more efficient solution that 
doesn’t require additional boxes in your data center. 
 Because they can provide complete end-to-end tracing of .NET 
and J2EE applications as well as detecting Web Service slowdowns, 
end-to-end monitoring software can also trace the root cause of 
those slowdowns on the back-end, down to individual method calls 
and SQL queries.
 As a drawback, however, software-based speedometers require IT 
groups to install software rather than simply plugging in an appli-
ance.

Beyond Measurement: Tuning the Engine
 Of course, even if you have the right measurement device to 
determine the speed of your Web Services, you’re job still isn’t 
done. Let’s say your speedometer tells you that your apps 
are crawling along at 35 mph when the desired speed 
is 65. Now you need to know whether to replace the 
spark plugs, change the carburetor, or maybe just 
find a smoother road. What you need is action-
able information that allows the IT organiza-
tion to tune the infrastructure and application 
development to tune the app.
 Nor can this information be limited to ag-
gregate data from the various tiers of the in-
frastructure, which masks information about 
individual users and transactions. Most tools 
for tuning deal with how the aggregate perfor-
mance is affected by tuning the areas they point 
out as bottlenecks. However, the CEO and CIO 
must also deal with specific user complaints caused 
by specific transaction issues. These are only visible after the 
transaction has taken place and there are no tools to preemptively 
alert executives to these problems. Like IT they only hear about 
them after the irate call. More importantly, they have no visibility 
into the impact these slowdowns are having on the business – from 
revenue to reputation.
Combining an accelerator appliance with a speedometer that 
allows the diagnosis of specific issues offers IT organizations a 
complete solution.
 For example, a regional multiple listing service (MLS) experi-
enced a series of service outages that affected a key application for 
its subscribers (www.f5.com/solutions/success/nwmls_ss.html). 
This application gave real estate agents access to a centralized da-
tabase of listings, market analysis, tax information, and zoning on a 
broad range of properties. Naturally, performance was critical.
 The problem was that the system was running into infrastructure 
capacity issues. For example, the MLS would often have problems 
with its Internet Service Providers. According to their network ad-
ministrator: “We’d be forced to wait while the ISP’s webmaster tried 
to diagnose a routing problem and determine whose fault it was.”
 By implementing a load balancing solution, the regional MLS 
was able to accelerate application performance and increase avail-
ability as well. “Customers no longer have to pay the price if one 

of the providers has system problems or is getting flooded,” the 
network administrator said. “There’s no more down time or waiting 
while third-party ISPs try to find the issue. There’s no more latency 
in failing over or waiting for our routers’ tables to update through 
the Internet. It’s a whole new level of high availability for Internet 
connectivity – failover is instantaneous.”
 In another case, a Web 2.0 company used an acceleration appli-
ance in conjunction with a software-based speedometer to acceler-
ate its Web Services, as well as to identify and fix individual code 
issues (www.symphoniq.com/solutions/videos/wallop.asp).
 In the end, even the best application accelerator cannot fix flaws 
in the infrastructure or code. The company brought in an end-to-
end transaction management tool to measure the impact of the 
acceleration appliance, as well as for its ability to tag-and-trace 
sluggish real user actions through the application infrastructure to 
pinpoint hotspots and bottlenecks. This data lets developers and 
operations staff quickly work around infrastructure problems or 
application anomalies to ensure a smooth deployment and produc-
tion ramp.
 “[Symphoniq’s product] TrueView gives my developers a clear 

roadmap to problem resolution using real user data to deter-
mine which tier of the application is sub-par, and what 

is causing the slowness,” said the company’s VP 
of engineering. “With a few clicks, the product 

identifies the servers, method calls, or SQL que-
ries that are causing the problem, saving a lot 

of time we would otherwise have to spend 
reproducing, investigating, or debating over 
the details.”

Conclusion
 As we’ve seen, the rapid adoption of 

Web Services and Service Oriented Archi-
tectures is increasing, rather than decreas-

ing, the importance of network performance 
in the enterprise. As a result of the pressure 

exerted by the added complexity and overhead of 
SOAs, companies are increasingly turning to application 

acceleration vendors to improve performance. However, while 
these solutions work, they leave IT organizations dangerously 
in the dark about actual performance conditions. The answer 
to these issues is to choose the right speedometer for your en-
terprise. The different types of speedometers — service-based, 
appliance-based, and software-based — offer different func-
tionality, but with a shared goal of allowing IT organizations 
to understand the true gains of acceleration. Once these gains 
are documented and analyzed, IT organizations should look 
to their tools to provide the actionable information needed to 
tune the infrastructure and code for optimum performance.  
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  IT architectures have evolved to include process orchestra-

tion as a fundamental layer due in no small part to the emer-

gence and widespread adoption of the WS-BPEL standard. WS-

BPEL, also known as Business Process Execution Language or 

just BPEL, is a standard owned by OASIS that provides rich and 

comprehensive orchestration semantics. This article will provide 

a brief overview of how BPEL came to be what it is today and 

then focus on the latest developments in the BPEL standard 

and where we believe this standards area will go over the next 

few years. In particular some of the key areas for growth in this 

space include the standardization of human workfl ow support 

and better integration with process modeling and analysis tools 

and standards.

A Brief History of BPEL

Much of BPEL’s broad adoption and acceptance comes 
from its ancestry. Historically, BPEL emerged when IBM 
and Microsoft joined forces and merged their propri-

etary workfl ow languages, WSFL and XLANG, respectively, into a 
next-generation business process language specifi cation that at 
the time was called BPEL4WS (Business Process Execution Lan-
guage for Web Services). BPEL4WS 1.0, known as the “license plate 
standard,” was fi rst publicly released in August 2002 by IBM, BEA, 
Microsoft, SAP, and Siebel Systems (BEA, SAP, and Siebel joined the 
initiative just before the publication of the specifi cation.) Though 
BPEL was a new specifi cation at the time, even then it was relatively 
mature due to its underpinnings, having been built on workfl ow 
languages that had been production tested over several years. This 
has benefi ted BPEL greatly, making it much more mature than its 
age would otherwise indicate. In fact, an educational institution in 
the Netherlands has published a site with an academic analysis of 
the comparative richness of workfl ow languages that demonstrates 
that while BPEL isn’t perfect, it’s better than any of its predecessors 
at implementing different workfl ow patterns. 
(see http://is.tm.tue.nl/research/patterns/standards.htm)

What BPEL Is Today
 After BPEL4WS 1.0, a minor 1.1 upgrade was released in May 
2003 and was submitted offi cially to OASIS. A WS-BPEL technical 
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committee was assembled that is now one of OASIS’ largest tech-
nical committees. From there, the standardization process slowed 
evolution significantly (as often happens...) and since then, OASIS 
has been working to release WS-BPEL 2.0. As such, most of the 
public implementations today of BPEL tools are based on the 
BPEL 1.1 specification. However, as BPEL 2.0 is very close to being 
finalized, several vendors including Oracle have implemented 
varying degrees of BPEL 2.0 functionality in currently shipping 
products.
 In any case, BPEL has become deeply entrenched in the enter-
prise IT toolkit. We now see developers get excited about working 
on BPEL projects because it keeps their skills up-to-date. To get a 
sense of the current adoption of the BPEL standard, a search on 
a job search site, SimplyHired.com, for job postings with BPEL 
in their description yields hundreds of current job postings for 
BPEL-related positions (http://www.simplyhired.com/index.
php?ds=sr&q=BPEL).

Where We Are Going
 People who are looking to point out weaknesses in the BPEL 
standard often comment that it does not include support for hu-
man workflow tasks. This is true, of course, even with the BPEL 
2.0 standard. However BPEL does have rich support for asynchro-
nous services and so one approach is to build a human workflow 
service engine that BPEL processes can then call out to. With this 
architecture, human tasks and manual steps can be incorporated 
in 100% standard BPEL process flows, just like any other asyn-
chronous service. This architecture was detailed in a Web Services 
Journal article “BPEL Processes and Human Workflow” dated April 
12, 2006 by Matjaz Juric and Doug H. Todd (http://webservices.
sys-con.com/read/204417.htm). This approach has been adopted 
by several vendors including Oracle; we believe this provides a 
very clean architecture while the standardization process catches 
up in this area.
 Going forward, we’re already seeing the next generation 
of standards around BPEL being discussed. For example, the 
“BPEL4People” effort was first announced in late 2005 and is 
intended to standardize an approach similar to the one described 
above for incorporating human workflow tasks in BPEL pro-
cesses. Besides being one of our favorite standards acronyms, 
BPEL4People is an important area of work since most business 
processes span both systems and humans. It also answers the 
question once and for all as to whether BPEL is properly pro-
nounced “bepple,” “bee-pull,” or “bee-pell.” (Answer – it must 
rhyme nicely with “people”.)
 Another area we see evolving is tighter integration between 
a process implementation language like BPEL and standards 
like BPMN that describe a business process modeling notation 
– a business analyst-friendly visual representation of a process. 
Since BPEL says nothing about the visual representation of a 
process and BPMN says nothing about the save format, they 
would seem like a perfect match. In practice, there are still some 
gaps to be filled, but in general we believe that tighter coupling 
between the standards (and tools) for business analysts and pro-
cess developers will be a fantastic development for the IT world 
at large.
 In the next sections we look in more detail at these growth areas 
that will expand the reach of business process standards and help 
BPEL achieve its full potential.

Process Orchestration
 Business processes span services, applications, and human ac-
tivities; these processes need to be orchestrated in an agile fashion 
with end-to-end control, visibility, and rich exception management. 
Process orchestration is the heart of Business Process Management 
enabling creation of executable business processes from services 
and human activities. 
 Process Orchestration requirements include:
• Sequencing, including serial, parallel, and other control flow pat-

terns
• Exception handling including error conditions, transactions, and 

compensation
• Data flow and transformation
• Event handling including timers and other out-of-band events

 BPEL today addresses these requirements in a mature fashion. 
Some of the salient features of BPEL include:
• Rich sequencing semantics including parallel and asynchronous 

processing
• A compensation-based long-running transaction model
• Rich scoped fault-handling capabilities
• Asynchronous event handling allowing time-based alerts as 

well as out-of-band events like a status request or cancellation 
event

• A Web service-based model for process decomposition and 
assembly: each BPEL process exposes a Web Services interface 
and can be easily composed into other higher-level compound 
flows

• Standard use of XML and XPath for data access and manipulation

BPEL Adoption
 While the formal standardization of BPEL is nearing completion 
at OASIS, it has already gained significant market traction. Platform 
vendors such as Oracle are shipping commercial BPEL engines 
today and a Google search shows at least four available open source 

Figure 1: A visual representation of a BPEL process
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BPEL implementations. Eclipse has a project in progress to add 
comprehensive support for the authoring and editing of BPEL 
processes. And we are personally aware of thousands of produc-
tion BPEL processes deployed by hundreds of customers. Finally, 
many companies now support BPEL as an interchange format. For 
example, modeling tool vendors including IDS Scheer and others 
support the generation of BPEL from their process modeling and 
analysis tools, which can then be shared directly with developers.
 Since the BPEL 2.0 standard has yet to be released, most of the 
commercial and customer implementations of BPEL are based on 
the 1.1 specification. All of this enthusiasm around BPEL 1.1 leads 
to two natural questions:
1) What improvements can be expected in BPEL 2.0?
2) What migration effort will be required for current implementa-

tions to move to BPEL 2.0?

WS-BPEL 2.0 
 WS-BPEL 2.0, commonly known as BPEL 2.0, is the evolution of 
BPEL 1.1 as a public OASIS standard and is currently available as a 
draft for public review. In fact, by the time this article is published, 
standardization of WS-BPEL 2.0 may be complete. Some of the 
salient changes in BPEL 2.0 from BPEL 1.1 are:
• Improved data access – Data access has been improved in 

BPEL 2.0. Variable XPath binding makes BPEL variable data 
available in greatly simplified XPath expressions (where a 
$variable syntax can be used without requiring use of bpws:
getVariableData). The example shown below illustrates how 
much simpler and more readable the BPEL 2.0 syntax is. BPEL 
2.0 also adds support for variables based on XSD complex 
types.

• Improved data manipulation – BPEL 2.0 enables complex XML 

transformations in BPEL processes by introducing bpel:doXsl-
Transform(). Other improvements include inline variable initial-
ization and making the assign activity extensible.

• New activities – BPEL 2.0 introduces some new activities, the 
most significant of which is forEach that executes a series 
of activities a variable number of times, either serially or in 
parallel. Early implementations of parallel forEach have been 
available for several years in the Oracle BPEL Process Manager 
as the flowN activity and were contributed to the OASIS discus-
sion, which resulted in the new forEach activity. Other new 
BPEL 2.0 activities include repeatUntil, which repeats activities 
until a specified condition is true, and extensionActivity, which 
improves the ability of BPEL implementations to provide new 
activities. 

• Enriched Fault Handling – BPEL 2.0 adds finer-grained controls 

in the catch construct and a rethrow activity. Some advanced 
fault-handling features have also been introduced such as a ter-
mination handler.

• Advanced Message Operations – The most common example in 

this category is that BPEL 2.0 allows local partner links, another 
area where existing implementations can already be found. 
Note that having local partner links is a requirement in many 
cases, but is specifically needed in the forEach example above. 
If you want to be able to invoke many services in parallel with 
parallel forEach, you would need to create a separate partner 
link locally in each loop iteration and BPEL 2.0 explicitly allows 
this.

• Syntax Improvements – Many changes in BPEL 2.0 are syntacti-
cal in nature; examples include changes from ‘switch’ to ‘if-elseif-
else’ from ‘terminate’ to ‘exit’ and differentiating between cases 
of ‘compensate’ by calling them ‘compensate’ and ‘compensateS-
cope.’

• Clarifications – A number of changes in BPEL 2.0 clarify ambigui-
ties in the 1.1 spec. Most of these have been driven by vendors 
with current BPEL implementations. 

Migration from BPEL 1.1 to 2.0
 As mentioned, many organizations are in production with 
processes built around the BPEL 1.1 specification and this group, 
including companies starting BPEL development today, is very 
interested in the effort that will be required to migrate from version 

Requirement: We have a message, that has a part, whose root ele-
ment has unbounded element (aka array) item. We need to select the 
item whose index is counter.

BPEL 1.1: 
expression=”bpws:getVariableData(ʻmessageʼ,ʼpartʼ,
concat(“/ns:root/item [“, bpws:getVariableData(ʻcounterʼ), “]” ))”

BPEL 2.0: 
$message.part/item[$counter]

Figure 2: Simplified data access

Requirement: We have an Order with multiple line items. We need to 
invoke some processing for each line item in parallel.

<forEach counterName=”idx” parallel=”yes”>
   <startCounterValue>1</startCounterValue>
   <finalCounterValue>count($Order/LineItem)
   </finalCounterValue>
   <scope>
 <variables>
         <variable name=”item” ...>
  <from>$Order/LineItem[$idx]</from>
    </variable> 
 </variables>
 ... Process item ...
   </scope>
</forEach>

Figure 3: Parallel forEach activity

Rethrow activity is very useful for clean up prior to propagating 
a fault. For example, the default fault handler behavior is:

<catchAll>
   <sequence>
      <compensate />
      <rethrow />
   </sequence>
</catchAll>

If custom clean up is needed, the call to compensate may be re-
placed by appropriate calls.

Figure 4: Rethrow activity

ARCHITECTURE



*For seven years we have fulfi lled customer needs with 
our powerful high-performance Tamino XML Server. 
Welcome to the club, IBM.

>> www.softwareag.com/Tamino



18  February 2007 www.SOA.sys-con.com

ARCHITECTURE

1.1 to 2.0. We see three factors that suggest 
this upgrade will be smooth and non-intru-
sive for most companies:
• Backward Compatibility – BPEL 1.1 and 

2.0 syntaxes are mostly complementary. 
This enables vendors to provide back-
ward-compatible support for BPEL 1.1 
constructs along with BPEL 2.0 imple-
mentations. 

• Syntactic Transforms – Many of the dif-
ferences between BPEL 1.1 and 2.0 are 
purely syntactic. This allows XSLT trans-
forms and other tools to automate much 
of the migration work. We can have a high 
degree of confidence in this because the 
BPEL 1.1 specification has been out for 
several years and the 2.0 standard has 
changed very little over the past year.

• Shared Pain – Finally, where tools can’t do all the work and some 
manual migration is required, the large numbers of customers 
with this same need will encourage a broad set of best practices 
documents and examples to be made available. 

Longer-Term: Process Model ‘Round Tripping’
 Involving business stakeholders in the analysis and model-
ing of business processes usually leads to fewer development 
iterations and a closer match between implementation and 
business requirements. This is a very common desire and in 
many cases the driver for adopting BPM. While BPEL vendors 
provide easy-to-use graphical tools for creating and editing BPEL 
processes, the very fact that BPEL processes are so detailed as to 
be executable makes these tools too complex for most business 
users. Instead, business users need to be able to specify higher-
level process blueprints that can then be filled in by developers 
to make them executable.
 Business Process Modeling Notation (BPMN) is a standard from 
OAG to address the above requirement. Using BPMN as a standard 
notation, business users may create process blueprints and share 
them with developers and other stakeholders. BPMN maps in a 
straightforward fashion to BPEL and developers can work on the 
BPEL view of the process to make it executable. It is possible for 
vendor tools to maintain round-tripping by anchoring the BPEL to 
the BPMN blueprint, though this requires extensions to one or both 
standards, in their current forms. This is an area in which we are 
actively working and have publicly demonstrated a common meta-
model format that can be shared between a high level process mod-
eling tool and an implementation level developer tool. By main-

taining the high-level analyst annotations 
in the runtime BPEL code, we believe that 
the nirvana of full round-tripping between 
business analyst tools and developer tools 
can be achieved. In fact, the support for 
maintaining the high-level process model 
at runtime has already been leveraged by 
our Peoplesoft group for what they call a 
“you-are-here-list” that shows end users the 
runtime state of a business process based 
on the high-level process states defined by 
business analysts.

Conclusion
     Process orchestration is already a key 
component of integration, SOA, and BPM. 
BPEL 1.1 is a mature process orchestration 

language widely supported by vendors and is successfully ad-
dressing process orchestration requirements at many production 
customer sites today.
 We believe customers who adopt BPEL and related standards for 
their BPM and SOA architectures will gain the following benefits:
• Comprehensive functionality
• Knowledge portability
• Toolset extensibility and “hot-pluggable” products
• Interoperability
• Vendor portability

 In the very near future, WS-BPEL 2.0 will further mature the BPEL 
standard while providing a clean migration path for current BPEL 
implementations. Longer-term standards such as BPEL4People 
and BPMN will work closely and cleanly with BPEL to complete 
the puzzle and will help increase the market adoption of BPM by 
mainstream enterprises.   
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   Software testing is almost the “last line of defense” in the 

software lifecycle between the software vendor and the custom-

er. Testing is the phase that completely validates your archi-

tecture, design, and development. If not done properly, testing 

can carry bugs that can directly impact an organization’s 

revenue. So huge stakes hinge on this part of the lifecycle. 

Web Services have now become a mainstream technology, 
and are steadily reaching maturity as a technology. The 
proliferation of Web Service technologies can be gauged 

from the amount of commercial and enterprise implementations 
that are currently taking place.
 The certificate of adoption of Web Services can be gauged from 
the fact that two of the leading open system technologies, i.e., J2EE 
and the .NET Framework have now included Web Services in their 
standard offerings. 
 With all the attention that Web Services have been getting in the 
past year, there are remarkably few sources of information about 
testing Web Services, in particular REST-based Web Services. We’ll 
try to provide some insight into the techniques and strategies for 
testing REST-based Web Services.

Web Services Styles (SOAP versus REST)
 The most popular Web Service implementation styles for most 
projects would boil down to deciding between SOAP (Simple Ob-
ject Access Protocol) and REST (Representational State Transfer). 
Enterprise architect communities have people backing both styles 
pulling the enterprise projects in one direction or another. The es-
sence of both implementation styles is basically passing XML mes-
sages over the wire generally using the HTTP protocol. However, the 
internal workings of both styles are vastly different from each other. 

SOAP-based Web Services
 SOAP-based Web Services are based on a set of standard specifi-
cations backed by the World Wide Web (W3C) and OASIS consortia. 
This is the primary reason for the success of this implementation 
style. It has all the technology vendors agreeing to the basic set of 
standards that allows technologies to become interoperable. There 
are also other reasonably mature standards like WS-Security that 
address the non-functional aspects. 
 SOAP-based Web Service implementations are based on three 
important constituents.

The Simple Object Access Protocol
 SOAP is a stateless, lightweight, XML-based, one-way message 
exchange protocol. It basically acts as the medium of communica-
tion between the service consumer and the service producer. SOAP 
specifications define an extensible framework by which application 
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specific information can be exchanged. 
 SOAP isn’t specifically tied to a particular protocol but it’s been 
widely used with HTTP. One of the biggest advantages of SOAP is its 
ability to handle high levels of complexities. It can deal with basic 
data types, structs, even arrays. 
 SOAP doesn’t address the semantics of the application-specific 
messages used for communication between the service consumer 
and the provider. The SOAP skeleton contains a SOAP envelope 
with an optional SOAP header element and a compulsory SOAP 
body element. Any processing error is sent as a SOAP fault in the 
SOAP message. 
 The SOAP header element is optional. However it’s used to send 
authentication and session information. Although this doesn’t lie 
within the SOAP protocol, it does provide the flexibility that’s ex-
ploited by standards like WS-Security. The header element is meant 
to encapsulate extensions to the message format without having to 
couple them to the payload or modify the fundamental structure of 
SOAP.
 The SOAP body element is mandatory and contains the applica-
tion specific information that has to be exchanged between the 
consumer and the provider. This payload could be a remote proce-
dure call, a XML document that’s interchanged.

Web Services Description Language (WSDL) 
 The Web Service Description Language is an XML-based inter-
face definition and description format used to describe and publish 
Web Services in a standard manner. The WSDL definition lets con-
sumers identify the location of the service, the request messages 
that the service requires, and the corresponding output message 
format that the consumer will get.
 WSDL lets service providers expose only their interfaces describ-
ing the location and the message formats and completely hiding 
the underlying implementation. So as long as the service interac-
tion is on the basis of the defined WSDL as the interface, the service 
provider can keep changing the implementations without it affect-
ing the consumer.

Universal Description Discovery and Integration 
(UDDI)
 The UDDI specifications let businesses publish their services in 
private and public registries so businesses and people can find and 
transact with one another easily and dynamically. 
UDDI lets a business:
• Describe its business and its services
• Discover other businesses that offer desired services
• Integrate with these other businesses. 

 UDDI is made up of three different elements. Each of the ele-
ments isn’t required for a listing so not all listings in UDDI registries 
contain all the elements. But the more elements in a listing, the 
more easily a service can be found and bound to. 
 The three elements are: 
• A “white pages” – This contains the basic contact information for 

each Web Service listing. It generally includes basic information 
about the company, as well as how to make contact. 

• A “yellow pages” – This has more details about the company and 
includes descriptions of the kind of electronic capabilities the 
company can offer to anyone who wants to do business with it. 
It uses commonly accepted industrial categorization schemes, 
industry codes, product codes, business identification codes, and 

the like to make it easier for companies to search through the list-
ings and find exactly what they want. 

• A “green pages” This is what allows someone to bind to a Web 
Service after it’s been found. It includes the various interfaces, 
URL locations, discovery information, and similar data required 
to find and run the Web Service.

REST-based Web Services
 In the Web Services world REpresentational State Transfer 
(REST) is a key design idiom that embraces a stateless client/server 
architecture in which the Web Services are viewed as resources and 
identified by their URLs. Representational State Transfer (or REST) 
is based on the concept of transferring state between two systems 
on a network. The concepts of REST are pretty similar to the work-
ings of the Web. With REST, the pieces of data that are transferred 
by the Web Service must be identified individually using a standard 
addressing scheme. A URI uniquely identifies any kind of network 
resource for which a unique address can be created. 
 REST leverages the successful aspects of existing Internet proto-
cols. To cap off the REST model, the URI and an HTTP verb (GET, 
POST, PUT, DELETE) are used together to issue a request to a REST 
Web Service to access and manipulate the server-side state, or data 
record, identified by the URI. The actual XML message is contained 
in the HTTP request and security is provided by HTTPS, which is 
the secure version of HTTP. 
 The concepts of REST are further described below.

Representation
• Resources are first-class objects
• Resources are obtained as complete representations.

Resource
• A Web page is a representation of a resource
• Resources are described by URIs.
• Consumers can retrieve a specific representation of the resource.

State
• “State” represents the state of the application state as represented 

by a collection of resources
• The state is always maintained and traversed to and fro between 

the server and the client

 Since REST Web Services ride the ubiquitous HTTP protocol and 
piggyback on the Web infrastructure, their presence is omnipotent 
and can be polymorphic in nature. This can be explained by the 
various number of REST-style services that currently exist on the 
Web. These include a client/server style, stateless and cached with a 
uniform interface, even code on-demand that is exemplified by Java 
applets.
 You can locate resources by a Universal Resource Identifier (URI), 
and the operations that might be performed against those re-
sources are defined by the HTTP specification. The core operations 
include:
• GET – This operation returns a state representation of the identi-

fied resource. You can determine the state by a number of contex-
tual factors such as who is submitting the request, the parameters 
of the operation (passed in as either HTTP headers or query 
string parameters), and the current session state maintained by 
the service provider. 

• POST – This operation performs some form of application-spe-
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cific update to the identified resource. The behavior of this opera-
tion is completely up to the service implementing it. The data 
returned by this operation is also completely up to the applica-
tion. 

• PUT – This operation creates a new resource at an identified loca-
tion (URI). The operation input must include a state representa-
tion of the resource. It is up to the service to create a resource 
based on that state representation. 

• DELETE – The DELETE operation destroys a resource at the iden-
tified location (URI). 

Testing Web Services 
 As we’ve seen, Web Services both REST as well as SOAP are going 
to be components that expose their functionality over HTTP. Hence 
we could potentially expose our services over an intranet or the 
Internet, which implies that the visibility of these Web Services is 
generally pretty high. There are, of course, some critical differences 
in the significance of intranet-based Web Services as opposed to 
the ones that will be exposed to the public domain. Intranet-based 
services lie within the boundaries of the enterprise and hence can 
be controlled and monitored with access restricted only to em-
ployees. However, an Internet-based service can be accessed by 
anybody and so we have far lesser control over those services. It’s 
pretty much the same as the difference between an intranet and the 
Internet itself.
 We’ll look briefly at the various aspects of testing Web Services in 
general and then how it’s done for REST-based services.

Functional Testing or Black Box Testing 
 This testing is carried out to ensure that the Web Service func-
tions per the design and the requirements. These only deal with 
proposed inputs and expected outputs. Service test cases are gener-
ally mapped to business use cases that outline all the permutations 
and combinations of inputs and outputs.
 REST-based Web Services are pretty unique since they basically 
correspond to the various operations outlined above. We suggest 
a couple of different possible scenarios to address the challenges 
involved.
 The application to be tested could have an implementation of 
strict REST-based Web Services. We’ll elaborate on this further with 
an example, say a product catalog in which items can be created, 
viewed, deleted, and updated. This is pretty similar to the CRUD op-
erations that would happen for the items in the underlying database.
• When a new item is created it is achieved by the PUT operation 

and it in turn creates a new URI like www.xyz.com/items/item-
new01

• When an item is to be viewed it is achieved by the GET operation 
by using the URI www.xyz.com/items/showitem?itemid=I001. 
This returns the URI www.xyz.com/items/itemnew01

• When an item has to be edited it is achieved by the POST opera-
tion by using the URI www.xyz.com/items/itemid=I001

• When an item has to be deleted it is achieved by the DELETE 
operation by using the URI www.xyz.com/items/itemid=I001

In such cases, while the former can be functionally tested by nor-
mal Web site testing mechanisms and we can use the normal Web 
testing tools that are available today.

 
 Now if the application doesn’t have strict REST-based Web 
Services, the Web Service responses could be slightly different. For 
example, it could return an XML over HTTP, instead of an URI rep-
resentation of a resource. So when an item is to be viewed it could 

return an XML instead of www.xyz.com/items/itemnew01. This 
particularly tends to happen to promote interoperability, so that 
non-browser-based clients can access these Web Services too.
 This case is a bit more complex. Currently there aren’t many tools 
available that can cater to this case. 
 Currently most testers build up their test cases and the input data 
in Excel sheets and verify it against the expected output XML. It prob-
ably makes sense to build a small tool that can do the following:
• Read the input parameters from the Excel sheet 
• Invoke the appropriate service.
• Store the response provided by the service
• Compare the response against the expected response using tools 

like XMLDiff and provide reports

Non-Functional Requirements Testing
 The other fundamental aspect of architecture and design is to 
ensure that the software meets all the non-functional aspects like 
security, reliability, availability, and scalability. These facets are 
generally the most ignored by software designers as well as testers. 
These prove costly mistakes because a functionally perfect system 
is of no use if it can’t be used by a specified set of users in a pre-
dictable response time. There are also serious ramifications if the 
system isn’t secure and allows unauthorized users access.
 Hence non-functional testing is as significant as functional testing.

Security Testing
 As previously mentioned, Web Services are software components 
that could be exposed over the Internet. In such scenarios security 
becomes a primary concern, Authentication and authorization 
concerns have to be tested thoroughly. In most scenarios for REST-
based services, authentication is taken care of by using the HTTPS 
protocol. Most enterprises prefer to add an additional layer of au-
thentication using either basic HTTP authentication or a complex 
token-based security mechanism. Basic authentication generally 
deals with access control lists. So testing should cover the aspects of 
“malicious testing,” where the system is tested for controlled access 
by a specific and ratified set of users. 
 Another common security lapse in a REST Web Service is its vul-
nerability to SQL injection attacks. The similarity between the vari-
ous HTTP requests to the CRUD database operations is indicated 
in the section above. It leaves a poorly designed Web Service highly 
vulnerable to SQL injection attacks. So the test strategy should 
contain test cases to cover this angle as well.
 Amazon’s private “shared-secret” token is a complex implemen-
tation of security that uses HMAC signing to show proof of posses-
sion of the public token. Although this kind of security implemen-
tation in REST Web Services diffuses the basic advantages of REST 
by reinventing the wheel, this security model exists. Testing these 
security models is a lot more complex and is more along the lines of 
testing a PKI infrastructure including the token issuing authority.
 Authorization is generally designed using filters in combination 
with the resource control lists. Although this is no different from 
standard authorization testing mechanisms, it’s imperative that the 
testing strategy includes tests for authorization. This ensures that a 
user can access only what he’s supposed to access. 
 Another common area of testing is the audit trail of requests 
and responses. Since most REST Web Services are GET-based or 
based on information retrieval rather than altering the state of the 
resource on the server, it becomes very important to audit these 
requests. So the testing strategy should cover the audit trail mecha-
nisms of these Web Services too.

TESTING
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TESTING

Regression Testing 
 A regression test is normally a cut-down version of a functional 
test. Its aim is to ensure that the Web Service is still working between 
builds or releases. It assumes that some area of functionality worked 
in the past and its job is to check that it still does. However, versioning 
is difficult to achieve transparently in REST-based Web Services since 
each resource has its own representation. So if a resource changed in 
different builds or releases, it would have a new URI. However, less 
strict versions of REST Web Services allow a pure XML over HTTP and 
POST/PUT to be used interchangeably. They also have a version field 
either as part of the payload or query string. This lets them introduce 
versioning from a deployment perspective so different versions of the 
same service can co-exist while using the same URI. Although this vio-
lates basic principles of Roy Fielding’s theory, unfortunately there are 
a lot many implementations out there. Hence regression tests need to 
account for versioning test cases when multiple versions of the same 
service will co-exist in the application ecosystem.

Load Testing 
 The aim of load and stress testing is to find out how well your Web Ser-
vice scales as the number of clients accessing it increases. The load testing 
is generally done to find the acceptable benchmarks associated with the 
Web Service and identify the Service Level Agreements (SLAs) that can be 
specified with this service. These benchmarks then become the SLAs of 
the service. Load tests for REST-based Web Services are primarily based on 
the same concept as load testing Web applications or Web sites. However 
there are subtle differences that have to be looked at carefully. REST Web 
Services are XML-based services. So while you get the flexibility of XML, 
you also get the baggage that comes with it. XML is bulky and takes up 
more bandwidth. Large XML messages tend to take up lots of memory. 

These XML messages also have to be parsed and using DOM parsers 
for large XML documents often leads to low memory situations. So it’s 
imperative that the load testing strategy includes testing the performance 
of the services under an extreme load, particularly large XML payloads.

Conclusion
 We have articulated the basic architectural Web Service para-
digms, namely SOAP-style Web Services and REST-style Web 
Services. We looked at various aspects of testing REST-based Web 
Services. It helps to develop a testing strategy or methodology for 
REST-based services. We also mooted the idea of designing a tool 
based on available out-of-the-box components to test the services. 
We concluded that testing REST-based services is reasonably easier 
than SOAP-based services, where additional testing of standards, 
interoperability, and versioning is required. Testing is also required 
to see if the SOAP-based Web Services adhere to WS-I standards.  
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SOA Teams   — continued from page 4

These people need to understand both logical process designs, as 
well as how to deal with processes yet to be automated, workflow and 
implementation, or the solution to the process problem. 
 Governance specialists are just that. They figure out the role gover-
nance plays within a SOA, the right technology for the job, and how 
to implement it in the course of the project. In some instances the 
use of governance is contraindicated, so you have to be careful here. 
 Testing and deployment specialists are the people responsible 
for the development of a formal test plan for the SOA, and they test 
each layer/component to make sure that it’s rock solid and ready 
for production. 
 The project archivist is responsible for keeping track of the vari-
ous design artifacts that pop out of these projects, including busi-
ness requirements, application semantic documentation (meta-
data), services analysis and design documentation, process analysis 
and design documentation, test planning, etc. This makes it easy 
for others on SOA projects in the future to learn from the successes 
and mistakes of others. 
 External services specialists are people who look outside of the 
firewall to meet the services needs of the SOA. This means looking 
at SaaS providers, and other services you don’t own, as potential 
solutions/components within the SOA.

How Many?
 Your mileage may vary – a lot. My numbers are for a typical proj-
ect, but here are some initial findings. My assumptions are: A dozen 
systems in the problem domain, each having separate data layers 

that are physically collocated. In addition, I’m assuming medium 
complexity for the SOA, a reasonable budget, and the availability of 
training and outside consultants.  
• Project leader/architect: Typically one for the project.
• Data specialist: .5 per data layer. Meaning, if you have 12 differ-

ent databases or applications, you need six.   
• Security specialist: Two per project – one who understands the 

existing security, and one who understands the special security 
requirements of SOA.  

• Native systems specialist: One for each type of system, i.e., if you 
have a mainframe, Unix, and Windows NT, you’ll need at least three.

• Service development specialist: One for every 100 services to be 
deployed. Typically you’re going to do approximately 1,000 in a 
project that big, thus figure on 10 service development specialists. 

• BPM/orchestration specialist: Four per project – one who 
understands and documents existing services, one to document 
new services, and two to build the services into the orchestration 
layer.

• Governance specialist: One per project.
• Testing and deployment specialist: Three per project – one to 

write the plan, and two to execute the plan.
• Project archivist: One per project. 
• External services specialist: One per project.

 Hopefully these estimates will prove helpful as you develop staff-
ing plans and job descriptions. As new data points and experiences 
become available, I’ll let you know.    
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  Fast, easy, consistent — today we expect services to be 

delivered rapidly, with ease, and the utmost precision. We expect 

instant access and on-demand service from our cable providers 

and online retailers so why don’t the same principles apply to 

areas of real business needs such as compliance software? Now 

they do. The Software-as-a-Service (SaaS) model has begun to 

take an aggressive hold, offering a wide range of applications to 

a variety of industries. In many instances, SaaS has become the 

de facto choice for businesses looking to upgrade their key busi-

ness solutions. Nowhere is this shift towards SaaS more evident 

than in the government risk and compliance (GRC) industry. 

GRC applications impact all organizations, with promi-
nent mandates ranging from enterprise risk management, 
Sarbanes-Oxley, and HIPAA to corporate codes of conduct, 

anti-money laundering statutes, operational risk, and COBIT. As regu-
lations and mandates continue to grow, organizations must be able to 
document their compliance, whether for auditors or simply to demon-
strate best practices to partners, vendors, and prospective clients. 

 Until recently, on-premise software, or traditional software, was 
the compliance model of choice, as it gave companies the ability to 
automate the compliance process. Once in place, these solutions 
alleviated much of the stress associated with the repetitious and 
detail-oriented tasks and subsequently allowed mandates to be ad-
dressed more easily than at any time previous. 
 However, in recent times, with the compliance landscape inten-
sifying, the limitations of this approach began to show. Specifically, 
on-site solutions require manual installations of software directly 
to individual computers, making the rollout process inefficient 
and unable to address immediate areas of concern. In the case of 
product upgrades, the limitations grew even more evident, with the 
process requiring significant on-site man-hours that translated into 
an exorbitant expenditure of time and money. 
 Though on-premise software applications can be used in con-
junction with the Internet, it was not until recently that program-
mers developed a new approach to software implementation, one 
harnessing the delivery capabilities of the World Wide Web. This 
new approach to software delivery is known as “Software –as –a 
Service’ and though SaaS has been around in principle for several 
years, it wasn’t until recently that it began to gain momentum. In 
fact, a 2005 IDC Research study forecaste that worldwide spending 
on SaaS will reach $10.7 billion by 2009.
 The benefits of SaaS solutions are far-reaching and include:
• Security – SaaS applications have the advantage of being de-

ployed on an external server. Unlike traditional software installs 
that rely on internal security to protect sensitive materials, SaaS 
applications are securely based in server farms where they are 
monitored and protected 24 hours a day. These servers automati-
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cally back up materials and applications, ensuring that even in 
the worst situation, information won’t be compromised. Best of 
all, this entire process is blind to the customer, who no longer 
needs to assign an internal person to ensure operational security. 

• Ease and Speed of Installation – One of the major roadblocks in 
a traditional software model is the time required to install and 
customize the solution. Depending on the size of the company, 
the installation process can take weeks and turn into months. 
Conversely, SaaS applications offer the shortest deployment time, 
since there’s a minimal installation process. Though the program 
is installed on an offsite server, SaaS solutions still offer the cus-
tomization capabilities that companies look for when adding a 
new product to their current solution set. 

• Timeliness and Versatility – In many industries, frequent and 
ongoing product upgrades are essential for companies looking 
to keep pace and ensure that they have the “latest” tools in place. 
Under the SaaS model, all updates are installed on the main 
server and users simply access the software through an Internet 
portal. A typical upgrade can be done in just minutes, a signifi-
cant improvement over an on-premise software solution, which 
can take anywhere from 18 months to two years for a total Global 
2000 company-wide upgrade to be completed. 

• Bottom-Line Impact – SaaS applications are strong performers, 
financially speaking. In general, the automatic upgrades deliv-
ered by SaaS programs result in a lower total cost of ownership 
(TCO) due to the fact that SaaS eliminates much of the internal 
IT effort dedicated to solution upgrades that can cost upwards 
of $200,000 a year. In fact, compared to traditional on-premise 
installations, SaaS applications have an overall 20%-40% lower 
TCO, allowing companies to reallocate resources to other areas. 
Rapid installs also translate into a quicker return on investment, 
something all companies are interested in achieving. 

• Subscription Benefit – Since SaaS is subscription-based, vendors 
have a greater focus on quality of service (QoS) and support, rath-
er than the single software upload. This approach forces them to 
stay on top of quality, maintenance, and service. The format also 
opens the door for customers to deliver direct feedback to the 
vendor, which results in continual improvement in the system 
that directly benefit the end user.  

 So now that you see the many of the benefits of SaaS, you must 
be asking, “Why are SaaS and GRC such a good fit?”:
• Evolving best practices – With the ever-changing particulars sur-

rounding regulations, compliance software must evolve in-step 
and in real-time to meet new government-mandated changes 
and keep companies one step ahead. With the SaaS model, GRC 
practitioners aren’t concerned with whether or not their current 
software includes the most recent updates, since these updates 
are continually and automatically installed as needed. 

• Reliability – Having an outsourced program increases security 
and reliability because the solution is supported by a full-time 
staff devoted to monitoring and repairing an application. SaaS 
applications ensure that no matter what happens to a home 
server, the application itself will won’tsuffer, since it’s housed in 
locations constantly monitored and backed up. When working 
with sensitive information associated with compliance mandates, 
a reliable, secure system is vital to ensure data is cared for appro-
priately. Additionally, in a world filled with last-minute deadlines, 
a reliable system ensures the ability to complete GRC tasks in a 
timely fashion.

• Dramatic Scalability – While some compliance programs may 
only touch 50 or 200 users to start, ultimately GRC touches every-
one in a company. Using SaaS, it’s easy to increase the access and 
usage across all company offices in a matter of minutes. 

• Cost – SaaS applications are designed to facilitate multiple users 
working simultaneously on the same application, regardless of 
the user’s location — a critical capability for a growing Global 
2000 organization. This feature eliminates the duplication of ef-
forts and downtime, increasing overall productivity. 

Conclusion
 The capabilities of the Software-as-a-Service model are just be-
ing realized and the GRC industry is leading the charge. According 
to AMR research, nearly 40% of companies using software for the 
management of a GRC application prefer some form of the SaaS 
model. The fact is that the SaaS model fills the holes left by traditional 
software installations that, simply put, aren’t capable of managing 
these timely requirements. Conversely, SaaS delivers a faster ROI and 
lower TCO with less risk, making it the ideal partner for today’s GRC 
program.    

References
• Erin Traudt and Amy Konary. “2005 Software as a Service Taxono-

my and Research Guide.” IDC Research Report. June 2005. 
• John Haggerty and Fenella Sirkisoon. “Spending in the Age of Com-

pliance, 2006.” AMR Research report. Spring 2006.  

About the Author

Roger Bottum is vice president of marketing and product management at Axentis.

SaaS On-Premise

Software 
Update

Included in the 
Subscription

Maintenance

Hardware 
and Software

Included in the 
Subscription

Duplicate hardware

Duplicate supporting software 
(OS, database, Web servers)

IT Resources Included in the 
Subscription

Hardware and software 
installation and configuration

Application installation and 
configuration

Copy data from an existing 
production environment to a 
test environment

Apply software updates to a 
test environment

Install a version to a 
production version

Table: SaaS versus an On-Premise Snap Shot



28  February 2007 www.SOA.sys-con.com

  In the CMS industry, we try to stay current with the latest 

and greatest trends for Web sites, Web apps, and the Internet 

in general. We work so hard to stay ahead of the market, in 

fact, that it’s often easy to lose sight of where most businesses 

and organizations are in terms of their online presence.

To better understand our customer base, we at Hannon Hill 
undertook a primary research project in the summer of 
2006 to determine how important Web standards are in the 

education and healthcare fields. What we found was not good: 86% 
of America’s Best Colleges, and 99% of America’s Best Hospitals, 
as ranked by U.S. News & World Report, aren’t compliant with the 
HTML/XHTML Web standards recommended by the W3C.

New Legal Precedents for Web 
Accessibility Catalyst Change 
 Meanwhile, the legal push for Web accessibility (directly related 
to W3C HTML/XHTML Web standards) is increasing, even into the 
corporate sector. In September 2006, a legal precedent was set for 
Web accessibility when a federal judge sustained discrimination 
claims against retailing giant Target. This precedent means that 
retailers must make their e-commerce sites accessible to the blind 
under the Americans with Disabilities Act (ADA).
 The problem isn’t that companies don’t want to provide disabled 
people equal access to their Web sites, but rather that many of them 
don’t have a clear understanding of the inhibiting elements or how 
to resolve their sites’ accessibility problems.

Web 2.0: New Technology, New Challenges with  
Accessible Web Content
 Enter Web 2.0, and the problems can only get worse. New content 
formats and content management systems can make providing 
content that is accessible to a wide number of users with dis-

abilities, from limited motor functions to blindness, even more 
complex. For example, with an increase in visually oriented rich 
media comes an increased difficulty for Web browsers that translate 
content for blind users.
 In preparation for the onset of Web 2.0, the WAI has already ap-
pointed an advisory committee to revise the Section 255 guidelines 
and Section 508 standards to address some of the issues that are 
beginning to surface. Since the new guidelines will end up being an 
extension of the current ones, anyone who’s already developing and 
managing compliant sites will have a jump start on the rest. And 
that’s where XML comes in. 

XML Drives Accessible Web Content 
 To understand how these guidelines aid accessibility – and how 
XML can help – it’s important to understand how individuals with 
disabilities might interact with the Web. When approaching a Web 
site design, ask yourself, “How do the blind or persons with color 
defected vision or limited motor skills navigate the Web?” And, to a 
large degree, improving a Web site’s accessibility isn’t geared directly 
toward assisting the disabled visitor, but toward helping the various 
available assistive technologies read the site better. 
For companies serious about improving their accessibility, it might 
make sense to invest in a Jaws screen reader, for example. To simu-
late limited motor skills just take away your mouse. Try navigating 
with only keystrokes, and you might be amazed at the challenges 
your own site presents. By designing your Web site so that assistive 
technologies can navigate it easily, you’ve made your site acces-
sible.

Easier Content Management & Better Search 
Rankings: Accessibility-Compliant Web Sites 
Provide Additional Benefits 
 Assistive technologies aren’t the only “machines” reading your 
Web site. By making your site standards-compliant, you’ll discover 
other benefits. Search engines can index your site more accurately, 
improving search rankings as well as the user experience.
Regardless of what precisely the advisory committee comes up with 

How XML-Driven Content Can 
Provide Better Accessible Web 
Content for Persons with Disabilities 
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in the future, it would do companies well to pay attention. When 
companies improve their Web sites to meet W3C guidelines, they 
take the same approach to making a Web site accessible as they 
would to making physical walkways and structures accessible to 
persons with disabilities.
 Besides all the obvious benefits, the thing that makes me really 
excited about using XML to create standards-based accessible 
sites is how much easier it makes managing a site. XML just makes 
things cleaner. It’ll also force you to be more organized, which 
might make some people grumpy to start with, but ends up saving 
a lot of time.

‘How-To’ Use and Manage XML Content for Company 
Web Sites 
 Let’s look at specific ways in which companies can use XML 
– both now and in the future – to make the Web more accessible.
 XML, as a standard format, makes it easy to enforce certain rules. 
Take for instance this code snippet of an image: 

   <img src=”picture.jpg”/> 

 What’s wrong with it? Well, there’s no text indication for a blind 
person. What is picture.jpg? Is it a picture of a kitten, a person, an 
object, etc? Assuming it’s in fact a picture of a kitten, the proper 
XML tag would be: 

   <img src=”picture.jpg” alt=”Black kitten sleeping”/> 

 A screen reader would then be able to relay information to a 
blind user about the image in context.
 Another example of XML facilitating accessibility issues is that 
of different format outputs. Once the content is in XML it’s easy to 
transform the XML into different output types like XHTML Mobile 
for cell phones, PDF for printing, and text-only for people with 
certain kinds of disabilities. A text-only version can be optimized 
for different screen readers. 
 Let’s look at a more technical example. Most Web sites have a code 
structure where the page header comes first followed by the top 
navigation and then finally the meat of the page. Here’s an example: 

<html> 
  <head> 
    <title>Page Title</title> 
  </head> 
  <body> 
    <!-- Header HTML Goes Here --> 
    <!-- Top Navigation HTML Goes Here --> 
    <!-- Main Page HTML Goes Here --> 
    <!-- Footer HTML Goes Here --> 
  </body> 
</html> 

 The common accessibility technique is to have a hidden link that 
“jumps” to the main page content like follows:

  <p class=”hidden”><a href=”#main”>Jump to content</a></p> 

 This works fine but someone using a screen reader would have to 
choose that link on each page as they browse around. This becomes 
cumbersome and makes their experience less than ideal. With your 
site content stored as XML you can easily create a complete version 

of your site that’s text-only whereby people with disabilities will be 
greeted with the main content first. Let’s look at that example: 

<html> 
  <head> 
    <title>Page Title</title> 
  </head> 
  <body> 
    <!-- Main Page HTML Goes Here --> 
    <!-- Footer HTML Goes Here --> 
  </body> 
</html> 

 Once the XML infrastructure and re-purposing rules are in place, 
there’s no additional burden put on the content authors to have this 
text-only version of the site made available for whosoever chooses it.
 If you’re still not getting excited about using XML to drive your 
Web site, check out a few organizations that have taken the plunge. 
Since our study was conducted, we’ve noticed more universities 
catching on. Just recently Carnegie Mellon University launched 
its new XML-driven Web site, www.cmu.edu. Without making any 
sacrifices, it now has an easy-to-manage site that’s accessible and 
W3C-compliant (to see their compliant site results, visit http://vali-
dator.w3.org/check?uri=http%3A%2F%2Fcmu.edu). 
 You can also check to see if your own site is compliant, and what 
factors need to be updated by visiting the following link: http://vali-
dator.w3.org/check?uri=http%3A%2F%2Fwww.w3.org%2F.
 Two of the greatest benefits of the Internet are its availability and 
reach. Web sites allow potential students to visit campuses on the 
other side of the country, and shoppers to buy at stores from the 
comfort of their home. Virtual experiences are increasingly becom-
ing as important as face-to-face interactions, and equal Web site 
access is increasingly viewed as a right, not a privilege. Fortunately, 
with XML to help technology meet the demand, we can follow a few 
simple concepts and not only meet accessibility requirements now, 
but also to be prepared for future developments. 

Additional Resources
• Hannon Hill white paper. “Maintaining an Accessible Site.”  

www.hannonhill.com/resources/white-papers/accessibility.html
• Web Accessibility Initiative (WAI). www.w3.org/WAI/
• American Association of People with Disabilities (AAPD).  

www.aapd-dc.org
• “Dive Into Accessibility - 30 Days to a More Accessible Web Site.” 

www.diveintoaccessibility.org/
• Rehabilitation Engineering & Assistive Technology Society of North 

America (RESNA). http://www.resna.org/
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  For the past six years I’ve been engaged in a project to re-

engineer a legacy enterprise IT system of a large international 

bank. The company still had applications with host terminal 

emulation that were to be replaced with Windows- and Web-

based client applications. The host system was completed 

based on legacy applications that evolved since the 1970s. Any 

new applications had to interoperate with the existing legacy 

applications. A strategy to replace difficult-to-maintain legacy 

applications with new applications was implemented.

Within these constraints, Service Oriented Architecture 
(SOA) was introduced into the existing system. The 
dependency on the interfaces, performance, and transac-

tion scopes of the legacy system prohibited any change to, or mix-

ing with, other programming languages. All host applications were 
still developed in COBOL, while Windows-based client applications 
were developed in Java or Web-based languages. A framework with 
many COBOL modules was built to support the development of 
applications that adhere to SOA. It took three years to integrate the 
framework and architecture into the existing IT system and fully 
interoperate with existing applications.
 Despite the new architecture and framework, applications were 
developed in the same ad hoc style as in the 1970s and 1980s. The 
result was undocumented and error-prone systems. Applications 
were inflexible for code adaptation to standards. Reusability was 
low. Development relied heavily on experienced programmers.
 To overcome the problems common to any software develop-
ment, the establishment of component architecture with “plug and 
play” features for individual modules made sense. A componen-
tized development approach allows for independent module test-
ing. A full set of modules was written to support the architecture.
 With the introduction of SOA, application development was 
greatly simplified. However, using the framework was still a chal-
lenge for traditional programmers. To combat this, three years ago 
we introduced and refined techniques based on Model Driven 
Architecture (MDA) and have used these techniques in the develop-
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ment process. Since then, the techniques 
have been successfully applied to six IT 
projects for a variety of applications in 
treasury products, payments, credits, and 
securities. Following the principles of MDA, 
all systems are fully documented with mod-
els. As a consequence of this change in the 
process architects and analysts could drive 
development. Productivity has increased 
by a factor of three. Programming errors 
are minimized. Applications are flexible for 
code adaptation to standards. Reusability is 
very high. Through the use of models and 
code generation from the models, develop-
ment is automated, effectively reducing 
the number of experienced programmers 
needed. The concept and design of the ar-
chitecture, framework, and MDA techniques 
are presented below.

The Architecture
 The system topology of the SOA is quite 
simple. It’s illustrated in Figure 1. Client ap-
plications communicate with host applica-
tions via HTTP or Message Queue. XML is 
used for message exchange between client 
and host applications.
 The software architecture for the host 
applications is illustrated in Figure 2. The 
interface is exposed using XML to transfer 
across environment divides. A security 
controller controls access to the services 
and data. The service mediator acts as the 
interface and exposes the service to other 
applications. It also controls the transac-
tion, retrieves the XML message, parses the 
XML, sets up the context container, resolves 
and instantiates the requested service, and 
returns the XML message.  
 The service mediator calls the service 
controller, which in turn calls the compo-
nents making up the application. Compo-
nents are completely decoupled: they com-
municate only via the context container. 
Each component reads its input data from 
the context container and writes its output 
data into the context container. Thus each 
component can be tested separately as long as the data required for 
a component is inserted into the context container.

The Framework
     Only the components are application-specific. Other elements 
in the architecture are all part of the pre-built framework. Within 
this framework, there is a complete set of facilities to handle XML in 
COBOL. This includes, for example, functions to parse XML, bi-di-
rectional mapping of XML structure into COBOL structure, as well 
as navigation and retrieval of data based on XPath, add nodes to an 
XML tree, and retrieve node value from an XML tree, etc.
     The service mediator is a generic module that can handle differ-
ent services from the service request information in the incoming 

XML message. The context container pro-
vides a set of APIs for application compo-
nents to extract and deposit data. The data 
in the context container has a tree structure 
and a complete data structure can be added 
to a node or retrieved from a node.
     The service controller is a finite state 
machine COBOL module. It performs the 
centralized controlling of the process in 
the business service based on the process 
description of state, event, and transition.

Meta-Information 
Generation via Models
     For the bi-directional mapping of the 
XML and COBOL structure, we need meta-
information. This meta-information is 
generated from UML class diagrams. Figure 
3 shows an example of such a class diagram, 
which is used to generate a COBOL module 
containing the meta-information as well as 
a COBOL copybook for the data structure.
    The service controller also requires a 
description of the process flow to provide 
state event transition information. This is 
generated from an UML activity diagram as 
shown in Figure 4. All program code for both 
of these cases is generated. The control flow 
description specifies which condition calls 
which module. As shown in Figure 4, the 
first state is an “Init” state. The module DE-
MOPF1 is called, which resolves the input. 
The outcome of calling this module returns 
an event variable in the service context, 
meaning either the “Customer is Company” 
or “Customer is Private.” Depending on this 
event, the process flow controller would 
invoke the subsequent module. 
 To add a module, one only needs to 
modify the activity diagram by adding a new 
action to the diagram and generate from 
the model once more. To remove a module 
is just as simple. Hence a plug-and-play 
mechanism is provided. The only condi-
tion is that each module must adhere to 
the programming pattern using the context 
container for data input and output and the 

module must update the event in the service context in the context 
container.

Application Module Development Using Models
 Using XML services and the API from the context controller isn’t 
necessarily easy. To simplify their use a full set of code patterns for 
different specific purposes is provided. These code patterns are 
parameterized and can be used as provided by passing the proper 
parameters. The discovery that code patterns covering many dif-
ferent purposes further simplified development. Code patterns can 
be used for business rules, accessing system functions, database 
interactions, etc. The patterns are reusable elements for general 
and specific purposes.

Figure 1: Simple system topology for Service 
Oriented Architecture

Figure 2: Component and context-based Service 
Oriented Architecture schema

Service Interfaces in XML
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 The COBOL data structure can be defined 
in an UML class model. Packages can be 
used to define the different sections of the 
structure as required in COBOL, such as the 
working storage and linkage section. The 
logic of a COBOL module can be modelled 
in form of a UML activity diagram. Each 
action of the activity can contain a CO-
BOL code segment. Alternatively, it can be 
bound to a code pattern with specific pat-
tern parameters. A complete COBOL mod-
ule can be generated from such an activity 
diagram together with the class model. 
Standard templates are used to ensure that 
each module adheres to the programming 
pattern required for the framework, code 
standard, and platform. Actions are bound 
to the code patterns with values for the 
parameters via links as shown in Figure 5.
 By using UML models, the whole ap-
plication can be developed in COBOL with 
almost no coding at all. With CASE tools like 
Artisan that have a central repository, code 
patterns and data items can be stored in the 
same repository accessible to all developers 
across the whole corporation. In addition, 
the interface definition (input and out-
put data structure defined for the context 
container) of a component can be extracted 
from the repository. This eases the analyses 
of component dependency and enhances 
the availability of component documenta-
tion.

Conclusion
 This article presented our experience 
in re-engineering a legacy enterprise IT 
system using SOA and MDA, illustrating the 
concepts and techniques of this approach. 
Please contact the author to get a more 
detailed description. Our experience has 
shown that application development can be 
greatly enhanced by introducing a proper 
architecture and applications can be de-
veloped entirely from UML models. In fact, 
we have analysts who never wrote a single 
COBOL module before developing up to 
60% of the COBOL modules in projects with 
very little assistance. Our experience is cur-
rently being applied to PL/1 as well as J2EE. 
Applications can be developed from models 
with little manual coding. Legacy programs 
are integrated into SOA via adaptors.  

About the Author 

Chung-Yeung Pang works as an IT consultant for interna-

tional banks in Switzerland. He has been the main architect, 

a mentor to software development and modeling, and a 

project leader in different large IT projects. He received his 

PhD from the Cambridge University, UK. 

pang@seveco.com

Figure 3: A UML class diagram used to generate Cobol data structure and meta-information for XML and 
COBOL data structure mapping

Figure 5: A UML class diagram combined with an activity diagram used to generate a COBOL module

CASE STUDY

Figure 4: UML activity diagram used to generate a COBOL module for process flow control.
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